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MEMORANDUM FOR: ‘Director, National Foreign Assessment Center

FROM: William J. Casey
- SUBJECT: Soviet Threat of American Technology
Here are the materials I mentiohed to you on the Soviet theft

of American technology. I think the piece in the Chicago Tribune

is the best. I certainly encourage you to go ahead along the lines

we discussed this morning. '
25%1

1 -
,fiéyl WiTl7am J. Casey 7
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sophutxcated Hewlett- Packard model-sto-3
" len by Soviet agents at a 19"2 wass trade‘
.show..: .7 ., SRS
j The, extremely accurate merttal gmdw
"ance system — whichv allows Soviet miss7
sile.crewsto lob- their, warheads- *‘down.
‘the. stovepipe’” of US. ‘siloes.—-is made
US., ‘possible: by Amnterican. ballbearmg techn)-

s ‘nologi.. Soviet. engmeers now- usesz

expense. ' machines--called - Centalign..B, ~bought-
That.is the vxew of-many ranking mems-] from.-a: New England- fu‘n'% under a. Ig)e

bet's of The U o.ml:emzeuce LOMMMUILY,]. ‘partment of Commerce:license, to-grind.

v n
at%efl?z: operit' o: i ocolsimveAmgr?faﬁn ‘bearings with a’degree of precision: of-
émm fered by no other machine. The license.
S189-hillion U.S. aefense budget is‘néeded ! ?n?:) t?rra!;t;ﬁn(gi;smte mtellxgence com-

ity w

%nycﬁgnrgelrggovﬁggdeéggﬁed dfrfgéy A military analyst. dxsclcoaed that the
i SS-18 guidance systems use an on-board..{:
: reachs laser measuring device- acquired, in Ca11~
fornia® by ‘a KGB " (Soviet: intelligence)’
peratwn coordinated out: of . the Sovxet
rade consulate in- San Franmsco

DE. MILES COST!CK presndent of the
R ,'Instltute on. Strateglc Trade here and &
: AS aresult, Senafe Banking.Committeer: frequent . debriefer of Iron Curtain:defec- .
Chairman Jake! Garn. (R.;_ Utah)- and “tors, said Russian engineers” have told |
others warn the U.S. must spend billions. ‘him’ in-interviews that ‘they observed’
to counter’ Soviet“militafy: might-born: of* ‘bearings from the Centalign B machme
- being :installed in the $S-18si.
~In- a-1980: report to-the Bankmg Com- .
mxttee, ‘Garn called the sale of the preci-
‘sion'grinders - “ill advised”. and- noted:. |
:“The first-immediate effect. of chreased
“Soviet” MIRV accuracy on. the American
- sile... which«maké- £ -accurate enouglx people is the need to build'and deploy the
: imperit -all- 1,000';American. anteman MK ICBM hich wilk cost ove
. ICBM siloes'in-a first'strikeiare a direct ) e :v £ (1980); dollars.’
esult, of buying and: ‘stealing. UL.S: techs, 100 in;constan
re T ¥ e “Sinces then: the; Congtessmna Budge
1 ogy : ’* Ofﬁce ‘has’estimated that the, MX missile
%wxll cost, $40 hillion.

proht - . Soviet. agents ha.ve btamed‘
nnugh\'U’S }ngh ‘technology,

SophxstxcatedlU.Sm technology:is.
ing the Soviet.armed-forces; neatly as:-
 fast as it is being ace u'ed_bij S: units; ;
,say a numberoﬂop- fficials’—'spea

- th

mayu-g —_— example to: Gam is.the discov=
ery that: nearlralt the engineering break:

throughs im.the:, Somet?SS-I&nuclear miss

The: SS-18 appears ‘
0SS, to ‘U.S"interests, ‘but. i it is: -far-from
‘the only, case'in which:an’ ambxtmus and?
* often” ﬂlegal ‘KGB- operatxorr ‘has“sapped:d
~American. compames. scxentlstsn -and
:businessmen of technology. far. more|.
sophxstlcated than what. 1s avauabl
;side the Soviet bloc,

-clear warheads: (MIRVs);. is:guided:by a:
: computers —reverse«engmeered"’»from ay

4 iyear for. deliberately . exporting-sophisti-|

- used.to inventory an entire army or guide

i solid: state electronics.. The-machines . to-

. Russia’ by “an“American*company, L.L.
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,Some other examples: ' * T ]
.. ® Commerce Departmen., inv estxgators

found that the GEO Space Corp. of Hous="
ton exported seismographic equipment.
uséd. for exploration of underground_oil
‘and*gas to the Soviets thhout obtammg
-proper hcenses.. The.computerized sens-—j
.ing equipment., vyas adapted b j“tﬁ

Soviets; for. use. aboarcl Russian. . navaij
',essels, where xt ‘cari"detect 2 U.S. sub—:

marme asnea‘kly amt can. a.’l:eras g,a&p
posit.. "

rances:Spawr, a counlev
*who operateda Corona; Cak:; optical re-
“search company, were indicted late tast’

: cated. copper-plated, - water-cooled lagei-;
“'mirrors to the Soviets.. A high.Commerce
-Departmen source saild in an interview.

.that the CIA-has found .that the [aser:
. INITrors. are being tested In the Soviet |
‘Runterkiller satellite: rogram.
'BI. agents™ posing’ as.
Sovxet offxcxals arrested Marc Andre De-
* Geyter of ‘Alexandria, Va., s he tried to.
-sell computer-tapes- produced by Ameri-
7 can defense contractors for $500,000. The.
“-‘tapes contained the design for building a -
. “super chip”: technology that could be

terram—huggmg Cruxse mlssﬂes over. '
- Soviet territory. 23

"Federal agents found a 3450 000 letter :
of credit in DeGeyter’s briefcase guaran-
“téed by Techmashimport,. a Soviet state
tradmg eompany“'law‘ enforcement

ild’ rmcrocomputer
hips: Such: those ‘made:in:California’s -
ilicon Valley “gouth'of San’ Franeisco, -
which_has_become*thé- world’s’ leading".
research--and :development -center for.

o

'} build “the: components were: shipped- to:|

Industries,. in- boxes labeled . Sair-.

I A 'RFKL-

_____

condmoners" and:*‘washing ‘machines.’”}

H dram 1n 1nferviews told of a decade-long |

Experts who discussed the technology:

For years  Américan: 'know-how an
military ‘might.-This is- thefirst 'o
« Hussian’ military; has laken advantage of . U.

d equlpment have? coptnbuted i
f  a- three-part series - exammg

S, technology A

. GONRIERU®D

2227 _3
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e ey
. spy war in- whxch, Westem mtelhgence
‘ ed W 181C DOVIe

Ko GRU»'"HULE&I"Y mceﬂ\gence)

counterparts irom.the board rooms: of
Siicon valley to the back alleys ot Honv

Kong. -
;. “One thing I.’d have to say.” saxd Fran-
. cis W. *Bud’> Mullen, deputy. FBI Direc-
~tor, “is that. a lot of the-things:we.ac-.

complish’ are things you-will never hear.
. about: trinsactions. that. never accurred..
. because: we stopped them. *:

I think you will’ appremate, that ofte

. it is:not:in the'(American) natmnalz mterr :

- est to-broadcast; whatwe. know
\&hat. tk_xgyrz(theaKGB) _ar 8. doin,

- report: B.‘ )
B whxcb‘the KGE attempted/t bu
vin an apparenr. eiforf;to obtaut d “magxng‘

Ag"'Amos Dawe~approached: officials of "the-

* Peninsula Natiorniat:Bank'in: Burlingame,:

_south of SamFranciscoyinthe early 197
Cwith an. offers tosbuy: t‘h&bank,-a ;
. Costick said:that.Dawe: presented“}eﬁ
- ters of credit worth-&?&mdhon as partof’
. his offer.- The: crediti.was- found to -be

guaranteed through the Moscow: Narodny
~ Bank,.. oy
The CIA dlscovec °d that*Daw was«

. really Law Sheng M.:n frorm Hong Kong.
TILISH ine 3 t
“Information abour. Dawm

| “T6 burn holes 1n U.S. spy and earIy Watn:

hankin mvestxgaﬁon Was Jaunched. 15¢

< Tiews_publication, ™Tatgel,” and @ St |

eal collaps

7 eMY- INFORMATIO
;.Sheng Moh: was trying to buy at leasL two
other California banks because bank own-'

* ptticials- have estabhshed.' asnet~of mol

sy Lk

NTERNAL. COMMERCE Dep'arzmenr
an studies have concluded tna! '
Soviets can use {ne Spawr iaser mxrrora :

ing Satellites. -

‘Soviet engineers apparently are study-
ing the posslbmty of placing the Spawr’
“mirrors in one satellite orbiting-just be-4
‘low the’ targeted. U.S:. satellite while a
second 'Soviet: satelhte orblts above the«
target. : :

rs: can~ get detaxled""mformatxon about‘:_,

g4{ £ This~ official~ noted,a-that._although the

HTrmants from. the- business: commumr.y,

.f

A laser mwould then be generatedr
“between the two Sovxet craft by the rmir-4
rors and ‘deflected to st xke the Amencan 5

. satellite-as it passedif

cmmmal pena]heﬁ imposed it the- Spawr«
_case-and”in”’similar cases* appear light,2

underworid,.the CIA.Interpol;- and: other
ntelligence-gathering -orgamzations;: a -
ey executive noted a-’dramatic pswm

- Commerce: Department investigators are*
sHencouraged'’;because Walter Snawt re-j
sceived- & I&year jail term:; “Even thougb' »

- RGB. activity” 1nr-the-last yearz-:, -
=4 We:have cases. in-every port: you. can.
imagine;” said the-officiat;who-asked:not
to-be:identified. -“About 50 per: cent’of-our
=.cases' move. through New:York.and:about-

b4

"'He ‘'said that:the case:involying: Spawr

be the* most damagmg ‘example’ of - hie :

KGB opera}ron recorded ‘recently.

LpdMELH SN EAE A G L R R

25. per:¢ent. are in California.iChicago is
K another place where, we-keep busy.!

Optlcat Research;, Inc.; of California may’

- all-but.:six: months . was. suspended -for?
Spawr.~the verdict was.still:important. to

“us, the-officials-said. %3 = ’»,,;éc‘,:‘}vs;s;

raa ‘5.—4.

:'a-Senate-

men Sign

:% Subcommitteé report.:
‘= ‘Since - the U.S.-Soviet trade agtee-

10 Uctober,-.

to-. Department

Permanent Invest:gahons«

-by.-President ficnar 1- =

mcreased and many mtemgence anal- -
ysts have warne

a e Soviets are

buildmg their, military -machine

thh

| B ology acquired 10 1202 .. '3 « for- export..to -the USSR,: ~Eastern-=:}]-
L lN 1978 “THE - Soviets’ bought $2.8 . Europe, ithe” Mongolian Peoples, Re~

bxlhon worth: of U.S.. goods mamly ‘public,; and- Communist .Chin

m\m,g-'f,,,,,\:-“-' 43 .,z:-iu‘-‘ 2By

Bty

: ia:. " larg; scale- gram purchases, 1
have been.tradmg partners throughout

" this century, even before:the 1917 Bol~'"

" shevik Revolution.: A 1980 Senate study.
‘noted, for example,: that in 1914 Singer: -
‘Sewing. Machine- Co.x had holdings;
worth ‘more ;than® $100,000-in- Russia:

- As- partrof: the;1928-33--Sovjet ***fiv
Year Plan;” the: Arthur &#McGee C

: of Cléveland helped bmld alarge steet:
| plant'!rrMagmtogorsk USSR. The' mill*
‘I - wags :a-duplicate .of the-United States
Steel Corp.. Gary: Works; according to5" ¢

That :amount: is- roughly one-third. of
'Z:the trad@m 1978 between the U. and

979; v 83 - goods sold’ to-‘the
Sovietsiwere valued- at: $1.7+billion;. in
19807 -after the: Carter: admxmstratxon,
embargc;lmposed ‘in~response-focthe
Sovieti invasion- of:-‘Afghanistan; ‘saless
plummeted:to $857:rnillion, Commerce

Department flgures 'show. ]

In“an nort 1o, prevent: damage -fo
national secur’ ‘ty by sales of high:tech-zot
nology-, the U'S. established a.licens-:

ingprocedute: that bans _certain. ex-
, excnanges ave . ports and, revulates others.

‘In: 1980£ accordmg to. Cammerce Des'%
partment reports;’ licenses:for items:-3
valued at:$736 million were. approved

-of  Comverce :figures.

TS
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o an.cl that enabled the Russians to acqulre

- glant Ilyuehm 11.76T troop . transport

ARTICLE AFYLasusd
oM PAGE

. wasummo :
crait ‘specialists. had'a U Departmenb
of State lettet of introduction ivhen they:
visited factories” of Boeing, Lockheed;]

‘and McDonnell Douglas Tor a 1973 tour oE}
' productnon*lmes ‘and’. shop talk: < 31

IRRY ""f’ f'lf&[«a Z}‘ )

They ‘watched- Amencans uilding: the-
new wide-body-jets =the 747-at~ -Boeings.
the DC-10 at McDonnelt. Douglas,-and the:
1-1011:at. Lockheed. Last year the CIA“Y
learned while-debriefing.a.detector that:
The Saviet visitors wore special shoes that:
pxcked up metal scraps from-the tactory

-

lhe shavmgs were an.ilyzed in Moscow

* the metal alloys needed to produce. their

'planes-- accordmgvfo congressxonal i
sources who have recelvecl CIA bnetmgs

on the matter

Such field. trrps ane_. st part;
_ambitious overt:.and- covert Soviet™ pro=}-
_gram that each.year obtains some’ of the:3
most sophisticated technology- being-de-
veloped by the. United-States.

) ’I‘HE TLC NOLOG’ bemg -

“bolster Soviet. military “might,zand cons)
-gressional,”. administration,> and::private
experts say-the:-U.S;.must increase: }mlio
tary spendmg to fom'lter Sovxetzdvances.,

_ " ® Each year_a‘ne'w bat ¥y
-trained - Soviet-scientists; usually 35» or&
“older, become: “exchange ‘students”’ and;
enrolls in .top ‘American- universities tos
study high- techno}ogy- subjects: Dis-")
*mayed . U.S. experts:-note -that, by- con-4]
trast, nearly. every.American in the ex-*
change program . studies .M'soft’’ 'culturaL
¥ . and historical topics, such as. Soviet £a.1:y g
tales and Russxan chamber musw."

:to obtain products and know-how bein
i produced in California’s so-called Slhcon

...-i_l._

several mxlhon dollars a yeat )
ing order for copies of each of the 80, 000
#technical:reports deposited at the Depart-
ment:of Commerce’s: Natxonal echmcal
Informatxon Service:*:
® Hundreds. of "times: Sovxet
busmessmen negotiate with high ‘technol-
08y American companies, ostensibly off-
-ering. dealsin-which- the<U.S.-may. “sell
products in the U.S.S.R. once the Ameri-'
cans obtain required export licenses. Ac--
tually, such experts as FBI Director Wil
;liam Webster warn, the Soviets-use the;
- bargaining. sessions ‘to. acquire: confiden~
“tial business processes. Comrerce De-
" partment spokesmen said that the license
- applications ‘shown to Sovietsare kept.
: secret from the: public because they often
contam confidential information.’ =
- Vasili ‘1. 'Khlopyanov ‘and Vladlrmr
Alexandrov, two- KGB executives at the
*Soviet trade consulate in San Francisco,.

. have been observed operating a program

~Valley, according to U.S. intelligence
“sources.-That is a major technology area.
“More than a dozen major diversions of
.the highest computer .technology have-
. been traced to the Soviet bloc from this
operatlon. The KGB is the Sovzet'Secret
Pohce SRR oo N
.- Webster recently told a group of Call-
forma businessmen, .“I think - you:would
‘be astomshed by the voracicusness of the’
‘apperxtes ~of; hostlle_ mtellxgencei
‘, gatherers WA % Jeﬁ
Webster has issued smﬂar warnings in
speeches in Chicago, New York; and St.
- Louis. ‘He told the Californians, “Hostxle
x mtellxgence gatherers have_a strong in-
Yterest in technological secrets, ‘especially)
~about ‘computers, | mxcro-electromcs ﬁber
optu:sr ‘and lasers, v .
~He 'said. 11,000 - American ‘compames .
handle classxfxed information ‘ through
igovernment contracts. The Soviets have
- obtained ‘much of that data simply by
negotlatmg w1th U.S -busmessmen“

T Xt

aid.
& ACCORDIVG TO FBI Tepor

‘ ,néel@ &.,
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52,000 of the FBI's'7,300- agents in the ]
5US. work in counterintelligence full time:
to keep track of the thousands of visitors

5
ot spokesman for’]
Webster, acknowledged that the bureau
“almost - néver-'makes an arrat m th
technology transfer area, ;= .~» o
: “We’ve- had- maybe one case in- five»or«J
“six. ‘yaprs” with arrests, .Morrison said.”
"He c=3d:the arrest last year of - Marc'
-Andre DeGeyter, who allegedly tried. to -
zsell sensitive- computer ‘programs tOxan
»undercover agent. S N
© A leading analyst of the Soviet effort to
acqmre American technology is Dr. Miles
: Costick, president of the Institute on Stra-’
s tegic Trade.here and a close: associate of
.Several. fop: intelligence adv;sers m the
_ Readan administration. . -t -y .y
Costlck ‘has. estimated that the Sovmts
have .obtained. technical equipment and.
.processes. that ‘would - have cost:them
mgre than $100 blllxon to get without U S.
i : 8l :‘, :- ae \; e
£ Cons;dered pamcularly sxgmfican ; is
. Costlck’s analysis of how the Soviets pro-
_duced their .current generation of bailis-
‘tics- missiles:by: patiently ,working.
.through the:American: system to. obtam
'key technology. ~

, ’MUCH OF: THE ‘technology that went
‘into_ the’ Soviet- missiles came from uni-:
*versities  in-the Boston ‘area and sttnct
.of Columbia, Costick" saxd“ He ‘cited - the
:cases of zAnatoly-:Kochev::as ‘one:of: the ]
-more blatant examples. Costick, whe gets :
-much of his information’ debnefmg Sovxet
:bloc-defectors; said that in the late 1960s;
"Kochev.:was: assxgned to the- Lenmgrad
;Polytechnical. Institute- to bulld a devxce ]
Acalled an-accelerometer, <:: : -0»»
1. It s measures:-changes ‘in - the‘ pull “of -
gravxty :on ~an :airborne -vehicle: and - is :-
‘crucial: to: acqurate ~fhght for- a: guxded s

<P
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<.~ Shortly after his retum to.theU.S.S.R.,_ﬂ
- there was. a dramatic increase: in- Soviet:-
" missile- accuracy..Soon- after: that; : the-
ple-warhead missile. Costick~indicated:

* .missile:breakthrough-.came- from:
;Kochev's- studies:in- the U.Sizt

-/ drive to acquire U.S: high- technology-is
< moving away from the already : successful®

v ‘missile-carrying Trident submarine fleet,

b
Asan L

¥+ These’ components ‘calIed' APs; allow a
: ,bounced off "deeply ‘buried geologic' for-
" “matjons when explosives. are detonated.

“through GEO Space Corp: of Houston, it
“was. discovered -that the Soviets. were

.can submarines by analyzing tiny varia-.
“tions in sonar, sngnals, not. for geologxcal :

.+ Costick told a Senate commlttee' “I :

“by profession; who revealed to e that he -

elerometer. project for the Soviet mis-~

@ program at the time.he was- sent as |
an exchange. student to.Catholic, Univer-..
> sity here to study accelerometer €00~ ;
~struction.... ... = ) )

.Soviet Union. successfully-fired:a:multi-
‘that defectors have told him that the first.

AR 45
. There are- mdxcahons that: the~Sov1et*

‘missile project to focus on the’American|

:which:still poses'a major threat to: adver:-~1

- TThe big breakthrough
,that area has been'the acquxsmon ‘of tmy~
_electronic ¢ devxces called array: transform

B4

‘computer’ to Jinterpret. almost. instantly
‘raillions of tiny variations in sounds being

After the-devices were acquired,
‘using them for computers to find Ameri-
“exploration.

‘have interviewed, for two days a,former.
‘Soviet intelligence: specialist,’ a geologxst-

“and Soviet Navy personnel — trained in
Houston.— had carried on board- Soviet:
‘submarines -.’.-. -APs and-installed themr

$3R001003880057-3

‘there next ‘to-the shipboard: computers.®

R
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By Jamés

+" Cricago Tribune Pre

military factory ‘equigment to-the Soviet 5t HUND EDS OR PERHAPS’ thouisan -
Uniony despite’ White House: orders to-cut-i-of other-timés, U.§ technology-has. been:s.
“off all suéh;'tra'n'sacﬁ'q"m‘- zpassed.to:the gU.S:S.R.i-;‘at?.bargam'—; :

: On March: 25,1980, Commerce. Secre.3’ asement: rates. Some experts Rave eom,

£ rom;herén;-to.-,Neﬁ-;,York -to..emb
crates- of: aviatio: machinery.- Experts
had found. that the equipment -would cy
at least in half the.oyer_h ime;
for -Soviet- helicopters, -
JTupolev bombers- in. A;
£lsewhere, . -+
.- New York “customs officials _had ;r " T
fused to stop the shipment; and the crates. U

. were on pallets awaitin&shipment'w{:eni

" the agents arrived froiu here, according
to.a report presented in-1980:to the Senate-
Governmental Affairs Committee-b S

- Jake Gam,,(B;;;;-’,Utah

country had violated {5, Departmenti
- of Commerce agreements by using Ameg-

ot r —=
h d T, Ryad Il and R d 11T com. Ican computers in itslmilitary programs.:
Futers which are yir pies” A (T s e T s . i

tua copres  of the - N

4 i UtT oAt e ST - H
e : . EACHYEAR1 000 Soviet businessmen:
BM 360, 370 an E Series, to the Strella ! U SOV
attlefield missile. 5 copy of the U.S. Req ~ * gnd roughly 6,000 visitors from Eastern|
‘Eye weapon,” = e :

L5 5 0P companies. fan” out acroes the!
us. to visit.corporate officers ang dis-;
LLS-Royce engines’: cuss acquiring technologica] items under
Soviet troop\transports to "théA,; U.s. Commerce Department license. §

.ty FBI Diz{ecto r_William .Webster- ,has!
warned businessmen to be wary, because
often these business “deals™are Simply aj
Tuse to visit factories anq obtain informa.

ion through conversations;” - -~ s

Such aggressive information gatheringj .
> 1S not a ‘Soviet practice_‘alqne..U.S.Aoffi- h

¥ ‘Rﬁ{s’iéﬁf_’itahkéif?:aplu» ed -in<the’
_deea_st.,yya_g_'were found to be usin pe

g
d:;_,othex_’;;equipment';,manufa
he U8 o

ials in - the -Soviet. Union: make- sim ilar{
.efforts; Athg‘Navy source told, for exam-;

" The Soviet’s ZIL plant uses U.S ‘made: -Ple, of the time U.S. Vice Adm. Hymanp |
uipment, which is operated by teams of -, Rickover had his’ engineers design a tiny 1
*-"-L‘L‘_ it T e I O Y -a“fountain pen so-

|

; U, a: . 1
was. told recently gy Pentagon’ officials:"

in that. t’lef“’a”:“fi‘?:.???..ii?’?}%?ﬂ:




{ operatives to--glean- information in the

. qpen U.o. society than for Americans (o !
"~ work ‘in the U.S.S.R. and Eastern | loc,

"where no such freedom.1s allowed.

l\ TESTI’\IO\Y before the - Senate
Governmental Affairs. Committee, Com-
merce Department officials outlmed
ways that Soviet businessmen elicit use-
“ful data’ simply by’ workmg thhm the
'Amerxcan system..". B

" One of the more eifectxve ways is to
approach several. competing U.S. firms

and {o ask them to obtain a license from | .
. the Commerce Department for exports to
. the-"Soviet ‘Union. The" license applica-
‘tionsy whith are shared with the Soviets | .
- but kept:, from,.U.S:. public view, often

contain key data’; “2bout the process being

-sought, -according to: by Fhic .

i oy WA

Another way to obtam mformatmn xs to
- apply for a patent. The U'S. gavernment
% wilk then make- a search of-other-patents’

= and report to'the applicant certain details

i i of. any-industrial process-similar to-the|.

~one- he wants to patent erschom sard

' , OF'I‘EN as IN.  the ca case of the aborted :

t"March, 1980, -shipment ' of “aircraft
machmery, the free:enterprise” system’
- and. federal bureaucracy become Sovxel:
i alhes in the technology drain.- .. .=
.In that case, Sermetel, Inc a company
¢in" Limerick; ‘Pa.; sxgned a- r-ontract ‘to
“export to the Sovxet Union’a patented

- ceramic-metallic (CERMET) oxide treat-| .

i ment. process for the moving parts of jet
.. turbines. The-sale meant millions to the
company and it-was -approved and
lxcensed by the Commerce. Department.
‘Concerned Department-of Defense offi-
clals objected that' the"sale- would' give
- the Sowviets not only ‘machines to- treat
“their pianes for- a couple of-years, as
“ originally intended; but also the capabili-

-1y of creating: the “crucial process them- .

selvet. S -

" “The_ CERMET_pt.ocess 5. coats tﬁnj
machines: with. 4 pmervatxve so tough
- that engine parts-last several times long-"
“er and .overhaul ‘time. is~*greafly: re-:.
daced,”” according. toa.report on the sale
. written by Sen. Gam =5 ;7

7/

> Department officials argu

" ment-and sent. it to New York for shxp-
 ment to-the Soviet Union.: :

N " to stop the shipment, Sen. Garfi recalled.

- culty. TarEEtean i
. Because the U S. is an open soclety and

5

S

* . are sponsoring.legislatin to establish an

. Lawrence’ J. Brady, who dxrected the

_economxc attrmon agamst the West.“ i
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WHILE" PENTAGON QCommerce.
over nation...
- al -security, Sermetel. crated its equip-

It took a phone call- from begmew:
Brzezmskl, U.S. national security ad-.
-~ viser, to Commerce Secretary Klutznick,-

The. CERMET" affair shows, according -
- to Garn, that even when the U.S. tries to-
stop the technology drain to the Soviét:
* Union,. there can be consnderable dlffx-s

. because efforts to stop technology acqui-
" sition:by- Soviets often hurt businesses
* such .as Sermetel, there are many pres-.
" sures-not to block these deals, even when
; they~prove controversial, Commerce De- |
partment offxctals acknowledge. R

G‘\RN‘AND OTHEK Senate leaders

! independent” Office” of Strategic; {Trade,-
* without- tles to the Commerce Depart-
ment.. .

2 The department whxch was created to
encourage business, should not have con.:
:trol . over -the- sensitive-:transactions
between- the U.S. and the- Sovxet Umon,
proponents argue.. EASI

export office at the Commerce Depart-’
cment in the Carter administration, re-
.signed last year after publicly: ‘complain-
- ing about . the drain and questlonmg the-
admxmstratrons motives. = .

He ‘became a key adviser to the
Reagan transition team and is now. a.
- consultant to his former Commerce De-
* partment office. He is favored, several
- congressional .sources acknowledged to
: head .the strategxc trade offlce, 1f one 1s
setup Tt Sl T

!

Brady told the Senate cormittee-ast
- year: “‘Administrators must recognize
‘that we are engaged in strategic confron-
. tation- with the Soviet Union and- that
" right now the Soviets are winning in their
. strategy: of lull and divide against the
- Western’ economies, while it is engaged
* at-the-same time in a resource war of|

PN
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IE-ﬂigh?nTei:h Ban

Halting strategic exports -

TIME

merican customs officials last month
boarded an Aeroflot airliner at Dul-
les International Airport in Washington
land seized three crates of suspicious car-
go. The Soviets immediately accused the
USS. of a “bandit operation™ and a “crim-
inal, barbarous act,” but the customs of-
ficials replied that they were merely car-
rying out U.S. Government rules banning
the sale of high-technology equipment to
the Soviet Union and other Communist
nations. : o
...In fact, -the Aerofiot shipment con-
tdined only nonembargoed items: .com-

measurement devices and spare parts for

ed up the confusion surrounding the pot-
icy on American exports to the Soviet

mon air navigation equipment, radiation .gh

a fertilizer factory.-But the incident point-..|

Ux?ioxi, which were virtually haited after
[ i X7,

AN L

One of the U.S.imade IBM computers that were install

1 June 1981 .

pean toy stores. Says Samuel Pisar, a
Paris-based international trade expert
“The US. and its Western allies have sim-
ply never formulated a consistent policy
on exports of technology to the Soviets.
Decisions on whether to sell or not vacil-
late continually, depending almost totally-
upon the political climate of the moment.™s

Since 1949 most Western European;
pations and Japan have kept a close eye}
on the sale of high-technology goods to}
Communist nations through an obscurej
NATO affiliate, the Coordinating Commit-}
tee on Export Controls. Known as
CoCom, the agency is run by a small staff

out of a Paris office thatis inconspicuously® -
.wedged between 2 hair salonand a bank.;

Though CoCom has no official power to
ban sales, its recommendations are gener-
ally followed. Adter the invasion of Af-
anistan, the U.S. stepped up pressureon
its allies and -CoCom to halt technology
exports to the Soviet Union. But while the
US. Government has stopped trade by
some American companies, foreign firms
have sometimes flouted US. policy. Ths

ECat P §> PPN A ST P i
ed in Moscow before the trade embargo

———__—__———_————'——_——___———- .
“The Western allies have never formed a consistent policy on Soviet teeknology exports.” .

‘the invasion of Afghanistan 17 months
ago. Although the embargo of the ship-
ment of grain and phosphates was lifted
- in April, the ban on the export of high-
technology goods remains theoretically in
force. The American action has cut off
the sale of about $150 million in exports,
primarily of computers, to the Soviets.

" The US. policy,.though, has been
glaringly inconsistent. For example, Arm-
co steel was barred in March 1980 from
joining a Japanese steel firm in construct-
ing a $350 million cold-rolling mill in No-

] - volipetsk. But Caterpillar was granted ap-
v * proval late last year to supply pipe-laying
. equipment used in building the 3,000-mile

Yainal Peninsula natural gas pipeline. A

... semiconductor chip that U.S. companies
" cannot sell to the Soviets has been licensed
for production in Brazl, which is not
bound by the embargo. The microchip, in
fact, is a component in a popular comput-

er game that is for sale in Western Euro-

French, for example, signed 2 contract
last September to build the steel factory
that Armco could not. And after Alcoa
was forbidden last year to consiruct a So-.
viet aluminum smelter, a West German
firm went ahead with the project. . :
The inconsistent enforcement of the.
Western trade embargo has naturally left -
US. businessmen confused. Says Sperry’
Corp. Chairman J. Paul Lyet, whose com- .
pany has sold computers under Govern- i
ment license to the Soviets: “We never
knew what Government policy was under
the previous Administration.” Co
- The Reagan White House is now try-
ing to clarify its own rules. It has ordered '
Tthe ¥Bland the €IA to step up enforcement
‘activities, and a high-level review of the -
embargo 1s under way. 1he Admimsta=
tion has also warned American exporters '
that lifting the grain embargo should not
be considered a precedent for ending the
high-technology ban. .=

STAT
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A<'in :nost real-life espionage stories, the
datails are hazy even now. But sometimein
the e-rly 1970s, U.S. intelligence officials
say, & train carrying an IBM 370 computer
-old to Poland by 2 Enropean firm myste-
ricusly broke down along the border be-
tor-en Poland and the Soviet Union. When
_ths train begant0lling again, the computer
‘wa2s no longer aboard. In March 1973,
oficials say, Soviet authorities contacted a
=uropean computsr firm to buy spare
parts for an IBM 370. The parts were
available, they were told, but the firm
neaded to know the serial number of the
computer. Sure enough, the serial number
turned out to be that of the missing
IBM 370-—then among the most so-
phisticated computars in the world. ~
- The computer’s apparent diversion
into Russian hands is an extreme
casa—but in many less dramatic ways, .
U.S. officials believe, the Soviet Union -
is stepping up its attempts to steal U.S. -
military and technological secrets by . -
_ penetrating American industry. .
“can lock up everything in the Penta- . - ’
‘ gon,” says FBI chizf William Webster,
““but the same information may be ina .7
safein 2 ccmpany building” whereitis
much more vulnerable.” Safeguard-
ing those secrets is a garganiuan task: |
some 1 I.Wm:acsés_toﬂa&
sified defense information, and about
120,000 of their employees have top-
( secret clearances. both the FBI andthe ..
-Centra!l Intelligence Agency intensi~- -
fed security checks of industrial
firms—but CIA director . Stansfield
Tumer termed
sJiscouraging.”” Soviet SnOOpS are as- A.
at

“We

the CIA’s findings 7

stringsattached may notbeobviousatfirst,”
an FBI official says. “Nevertheless, thebusi-
nessmanisslowly drawnintoaforeign intel-
ligence network.”

Knowledgeable spies can reap 2 rich
harvest of advanced technical data without
resorting to skulduggery. The Soviets, for
example, subscribe to 2 biweekly report on
.current scientific research published by the
government-run National Technical Infor-
mation Service. It collates only unclassified
research, but some of the papers provide
valuable technical -clues—"a running ac-
count of the levet of U.S. technology on a
very, very timely basis,” says one u.s.

}

iy

and lasers. Federal export regulations re-
strict the sale of products that could be of
military value to the Soviet bloc—but the
rules can be difficult to apply, forcing case-
by-case evaluations. “We will license [the
export of] computers of a certain size,” says’
2U.S. Commerce Department official. “But
we will absolutely not license . . . the tech-

' nology to produce them.” Some American

firms dodge theregulationsinorderto make
asale. Last month, two former executives of

LI Industries pleaded guilty to the ille-

gal sale of serniconductor-manufacturing
equipment worth $300,000. to East Ger-
many. Similar sales by otker firms could
total as much as $35 million.

EQuIPMENT: The Soviet espionage cam-
paign now aims to-copy both the product
and the manufacturing process. The CIA
has found, for example, that the microcir-
cuitry insid

e

5 __.*.".:3:

surned to monitor commuuzications
major defense plants, and last Febru- = .-
:avy six Boeing Co. employees lost their
“szcurity clearances because they carelessly
cent information about the MX missile over
an ordinary phone line.. .~ S R
Bmaax:’l"heSoviet-bloccomtriaemplo_y a.
wide range of techniques to crib American
techaological innovations. FBI agents in
Chicago, for example, are investigating a
casein which the Polish Governmentappar-
ently setupadummy corporation toacquire
industrialda:athathadbeenembargoed for
exnort to Communist countries. And a Res~.
ton, Va., computer firm told the FBI in
September that one of its executives had
¥ been offered a $500,000 bribe by a Soviet
agent for a copy of an unclassified bitof
softwvareusedto ptogramthecdmputersofa_
number of major corporations, including:
Gulf Oil and Citibank. Companies in finan-}
cial trouble are special targets for foreign:
agents, who offer much-peeded contracts,
then demand help in circumventing us..
export regulations. “Theimplicationsofthe

. 1BM 370 disappears in Poland:

v owoae P s L™

SN o pa-5 =0 4 S SohT
€ The Soviet Union has 2 standing
request to receive microfilm copies of all
documeits relating to such fields as “mis-
sile technology” and “optics and lasers.”
Tnevitably, a document or two turns out to
have been improperly declassified... .

Similarly, participants in scientific meet-
ings that routinely include Soviet experts

 often seem “lax . .. about the protection of

militarily significant technologies,” com-
plains J. Fred Bucy, president of Texas In-
struments. And Websteris concernedbythe
influx of visiting scientists and businessmen

 from the Communist bloc. One Hungarian

physicist was allowed to study magnetic-
bubble memories for computers—until 2
defectorrevaledtheHungarianhadad&,d-
line for delivering a prototype to Moscow.
Controlling the spread of sophisticated

Americantechnology becomes more diffi-

cult where scientific breakthroughs enter
commercial production, as they have in

- computers; microelectronics,. fiber optics

;S'tep}red:u}; efforts to steal U.S. iecﬁnaldgical secrets

sl

- -l L
il .-

" duplicated that ofan Amesican mademod-

el—a relatively simple bit of ““reverse engi-
neering.” But U.S. experts were disturbed

that tl}e Soviets bad also obtained advanced - |
American-made equipment to manufac- - i

ture the microcircuits, probably through a
legal sale to Yugoslavia. = —

Stemming the steady leakage of P:xh‘eri- '

can technology poses a series of policy
dilemmas for U.S. officials. Jt is one thing to
crack down on espionage or illegal sales.
But many American advances are there
for the asking. Sophisticated technology is
America’s most competitive export on the
world market, and the free exchange of
technical. information is highly valued by
scientists. The Soviet bloc’s 2ccess to scien-
tific research can be eliminated only by

-suppressing scientific debate and business

enterprise—and so farno one seems willing
to go that far. x .- .
TOM MORGANTHAU with DAVID C. MARTIN -
aud ELAINE SHANNON in Washington .

el . e e

e a Soviet electronic calculator
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Are Plagued by Thefts'

.| equipment: to: the-Soviet. Bloc. and: other- un--
; friendly” nations without a2’ Commérce: De-~

Of ‘Hl-Tech’ Matenals

Staff Reporters ofmw.\t.x.S‘rstr Joun:uk
< SUNNYVALE; “Calif.—1It - looked . like> a.‘
simple larceny whenr $64,000 of semiconduc-
tor chips disappeared from’ Advanced Micro | -
Devices. Inc.—an’ mcreasm"ly common oc-

currence - here.; ]
*Silicon Valley.'”.

in the > technology-nch

......

“Somebody just walked in- off the street'

and took the parts right out of inventory,”’
says W.J. Sanders; the- presidentox the com‘
pany. “It was embarrassing.” " Sk
. What gives a sinister dunensmn to- the
Leist is that the stolen circuits had been de<
signed to military spécitications for: use in
the nation’s missile- and- aerospace ° pro-
grams. Where - these: ‘chips are-now isia
354,000 question. The-fear is-that they'll turn;

“upin somebody else’s missiles, possibly the

Russians’. It wouldiy’t be the first time. -+ .*
" Says Assistant U.8.” Attorney ’rheodore
Wu. who is oonductmg a federal grand-juryy:
investigation in-Los. Angeles of technological! :
espionage, *The Silicon-Valley and Southern) :
; California are the ¢ he-illegal and| :
, clandestine shipment - of strategic goods: to
 the Soviet Blec.” eser i the.  heart of

the “valley,”: the-3antx Claca- County ‘sher-
iif's office is conduc:mv its owxr mvesuga-

by -2

}ectrom(s equipment, i

A Race With' the Sovxets A .
- Thefts and diversion of electronic compo—
nents have occurred at such major produc-
: ers as Intel Corp...Texas Instruments Inc:
and National Semiconductor. Corp_ as well
as many smaller companies, The’ cost -of
thefts to Silicon Valley companies. alone is
running about $20 mulxon a year, mdustry
| SOUICES SaY. - piio i <7

'--r«- s-i.«c a5

'.& WALL STREST JOURNAL
28 April 1981

3 That there is-a hunger for these *hi-tech”

- goods behmd-the Trorr Curtain is:unques-

tioned. - Although-the Soviet:Union.'is well
fahead of the U.S. in ‘conventional military
firepower, it is believed to-lag behind in- its
electronic arsenak. To protect this technolog-
ical’edge’ the US. government. has made it
illegal - to .export certain- high-technology

"partment licese,~Some _, equipment

banned—mtofgéﬁ? Irom

' Breachds in this secunty wall are. commg
not “only-from outright: thefts: oi -strategic |

- equipment: but:’ also'«fn)m + its:- diversion
. { through: transshipments by seemmgly legiti- |

mate middiemen and distributors. © e

- At the moment, both the Los "Angeles fed-
eral grand®jury-and.Santa Clara County
:sheriff's investigations are focusing on the
{activities: of: two international businessmen
’and ‘onetime: partners:: Werner Bruchhau-
sen, 41, a German national who'now lives in
‘Monte Carlo, and Anatoli Maluta, 46, 2 Rus-
sian-born' naturalized U.S. citizen-who lives
urTorrance. Ca.hf k3

smg “Shell” Compames "-
e Search-warrant -affidavits hled in state
’courts in Los Angeles and San Jose earlier
this- year descnbed Messr=. Bruchhausen
.and Maluta as "ma]or outlets” for allegedly.
‘stolen chips through anywhere from 11 to 50

2% comorate “shells’” they control. -

+ In ‘oné-recent . mcldent U S Customs
agents in Los,Angeles seized. a missile-guid-
‘ance system manufactured by Watkins-
:Johnson Co. of Palo Alto, Calif. and awaiting
“shipment to the Soviet Union. Details of the
s seizure were sealed by a federal judge in
-'Los Angeles: But investigators say the mili-

i temn to Continental Technology Corp., a com-
! pany allegedly controlled by Mr: Bruchhau-
-sen- and ‘Mr.”Maluta. -Corporation - papers
" show that. Continental’s. officers -are Mr.
“‘Maluta and two-West Germans, the-latter

when he-was told that Mr. Brychhausen had
set up the sale to the Soviets through asso-
‘ciates in West Germany, his client severed
‘his-business relationship with Mr. Bruchhau-
sen.-Mr. Bruchhausen couldnt be reached
for comment. “ :

. tary contractor had sold the gmdance Sys-

- described as “associates'” of Mr. Bruchhau-If:
-sen, according to’law-enforcement sources §

" Watkins-Johnson dechnes all comment on !
t}'e incident. Mr. Maluta's lawyer says. that '

-} croprocessor. technology,,2i32s were hotly:

Lance“ systems»-hCustomers couldn’r get
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:* Occasionally, - producers themselves are
involved in-violations of the federal ban on
shipments to' the Soviets. Last December,
Spawr Optical Research Inc.,' a Corona,
.Calif.. company, - and -its husband and wife:
owners were convicted by a federal jury in
Los Angeles of illegally exporting high-tech-
nology laser mirrors, now being.tested for
use jn:killer- satellites; to the Soviet Union
via agents in Germany and Switzerland. The
couple earlier. had been. denied an applica-
: tion to ship the. mirrors by the Commerce
-Department- for national security reasons.

-

Theu' convxcnomsbemg appealed.- * ~:~r.‘;-—-‘

“~How strategxc rnerchandxse is rvovad to
- Russia was well illustrated by the 1979 pros-
“ection of 1.I. Industries; 2 Sunnyvale com-
“pany, in federal court.in San Francisco. The
company and its then-owners were: con-
. victed of shipping semiconductor- -processing
equipment. to the Soviets without a govern-
_ment license. (L.I. Industnes has since been
soldtonewowners) .',f‘ :

_ Court rtecords. show tha.t ‘the company )
mxslabeled“ the- equipment  as goods- that
"didn't need. an- export license, - such. as
‘scommercial washing ~‘machines” "~ and
““ipdustrial ovens.” " It.then -shipped the
‘equipment to Canada, which doesn't require
a license. From there, the eqmpment was
transshipped to Russia via Switzerland: -~ -4
J--Im each instance, the middleman was
identified as Richard Mueller, a German na-
tional. Customs investigators’ reports,-on
file at the agency, identify Mr. Mueller as
working for another German,.. Eugena;
Schwartz-Nitzska, who i$ described as hav-{
ing “strong ties” to the Soviet Trade Minis-,
try. Although indicted in thé case. Mri
Muel]er never returned to the US, - w1 0%

Just before the- government m»eshgators
closed inon the operation, Customs. agents'
sabotaged -a-final shipment bound for Rus-
sla, taking ouf the electronic. equipment and,
substituting . Six" tons’ ‘of~ sandbags, .. which’
were duly shipped on to Moscow. What hap-
pened when: the crates - were' opened has
never. been - verified, but a Customs agent
says, “‘We never ran into Mueller again."

The search warrants filed.in the Bruch-;_
hausen-Maluta case by the orgaiized-crime
unit-of the Santa-Clara County sheriff’s de-
partment provide a detailed overview of the
workings of the vast gray market in hxgh
technology electronic materials,

In November 1979, about10,000. chips
(then selling for about $100 'each) disap-
peared from Intel Corp.’s Santa Clara ware-
house.. They were-~ tiny - memory - circuits,
called **2732s,’” capable of storing 32,000 bits
of data on their fingernail-sized surface. A;
building block of the rapidly expanding mi-

demanded for all manner of products, from
‘electronic games and Xerox machines to ra- |
“dar-jamming~equipment and  missile-guid-

!, 3 rw"‘?;\%

@}
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- anve of the' chips .{alb 10,000 muld have eas~
L 7 fitted.into'a. suitcase) until abouta month
after their-10ssy*Then:a*complaint came’in-
tmm a surprising quarter ~Siemens AG, the
. German electronics giant and a preferred
mtel customer. The German firm said that
{ a batch of Intel-brand chips. that it had
: bcuoht-above its normal allocation level
‘and at:a suspicious' 40%- dxsoount-—trom
. sCme European distributors ‘were showing

1 an abnormally high failure rate.
! fice of the theft and-began:to help it in trac-
ing the- mnerarya traveled bY* tlle- stolen
clups. :
From mformants, shentf’s» ,depums

X

1
i

| learned that the 10,000 unmarked Intel 2732s] ¢
1 were stolen prior-to completion of in-house

testing at Intel..'A- former Intel. reliability
techmcxan has-been-indicted for the theft in

state court: at:Santa Clara.. The:technician <>

Y stolen chips o Johx_z [ WIO
time- convictéd felon; )
according- to$courtirecords™on* -file~att thejl Wl

allegedly delivered.
Herry:Jackson? a5

Santa Clara:court’ hevtecimlman. nows a

codefendant: inthe; Intel:case; was-charged ‘and“my:
. with theit and. possessxonof stolenproperty which s

the court documents’ say.i

REEREAC St et s

A Dilion Connterfel
According-to- transcnpts ‘of interviews
with state-and federal.agents-on file jn.the

Santa Clara courtsand:also. in-state:court i l:_,»w i

Los Angeles; Mr:-Jackson allegedly”admit-
ted that, he»ha&beeniti-affl_ckmg,

is quoted “anothi
“over-one: mxllion:;-:mtegr&tarcircmtshad
been counterfeited: for* Mr:Jackson-over the:
years:-Mr:. Jackson ¥ be—rear.heito
comments? - %
Sarch-warrant affidavits-said:Mr. Jack- £
son sold a large batch of the stolen-27325-tor
Mormac, Microtechnology: Inc: - of-Tarzana,
Calif. An;official of: Mormac.declined com-
ment. ‘on:ithe advice- of his:lawyer. On&___

tlle defendants-in:'the: Intek: cnsed:ha.rgedl

e Mr  Ketchunris mputed to have L
fof thex='money. | men?* of the" stolen-clnp
s ket,: accordmg to-gshenfi's.depa:tm et in-
* formant ‘qiioted: ins the“courtiatiidavity) Mr.
Ketchum once allegedly boasted to the
-mant that he was making $30,000 a2
from stolen: components;-the-affidaviy says:
He lives in a sprawling two-story h
an acre of prime real estate in the usive
-1os -Angeles. suburbs of. Hidden, Hills. He

Intel then notified the-local shenfts of- 3

,'tolen -

ir attempt‘_to»reconstruct the. alleged evems
¢| that/ oceurred ;after ‘its’ chips -were:. stolen.

P e,
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tions‘and has cooperated
attomeys offices:at =~
'3 The: wayward Intel.

_'_vxcum'_"'_ the’ a.lleged scheme:: However,
1!  file'| federal ‘court in: Al-

. To licate the mtm:a.te gray-market
pictu er, there's some evidence that
>. ln(Eligence - agenis or lormer agents

may De playing a role in the high-tech espio-
nage. pPrior 10 gauung his U.S. CilZensnip,

the: Russian-born- Mr. .Maluta worked_ for

U.S.. Air Force -intelligence inGermany

“performing sensitive duties,” Jaw-enforce-

ment sources say. his lawyer confirms that

ne held a top-secrat clearance. -
.To Silicon Valley Tawmen, the invoive-
ment of a former U.S. intelligence operative |
with 2 man who deals regularly with the So~
viet Board of Trade gives the mvesnoahon a

maddening ambiguily.
*Maluta's 2 wild card." says Douglas

Sout.hard, deputy district attorney for Santa
ara County, who IS prosecutng e

“"We don't know what fie's saying to the fed-
eral grand jury. It gets very James Eond-
Sh.-It Scares mme. I don't gef any feedback
Trom the feds at all.” [BE%I- sﬁe?ifi's depu-

€S wonder aioud whic SIEA uia is
really on... )
T Another mtelhgence connecdon clouds
the case of 1.I. Industries. Edward Breslin,
a partner with Mr.. Mueller,. the -German

S Aw

who 1llegally shipped- semuconductor ma-
chinery to Russia, had worked 23 years in
the U.S. Army Intelligence and the Centrak
Intelligence Agency, according fo records in
San Francisco féée?a‘l- court, Although Mr.

|Breslin was the head of a company used by

Siemens:AG: ‘apparently-resisted attempts to
Aearn: the- identity  of its suppliers. Confiden-
itialt Intel: memorandums, now- part-of the
Logmx't'r(»:cord state that a high Siemens offi-
| cial. w"a,s,"reluctant" ‘to” pame its-"supplier
out‘of”i'concem for the loss of their source
Fof ptoduct.”” After“a month of pleading and
‘pressure- from- Intel, which even considered
asking’the-German courts to- confiscate all
Sierrens products’ containing the counterfeit

s - official - finally- na ed

Tutely: not true- (that Slemens was reluc«
taxlt)::.he told‘a:reporter.in a telephone.in--|
7 “The rreason it was cleared- up S0

MrFOswald“also told
{1 Journal that’Siémens”had-not one’ but two
urces-of the stolen 2732s: ‘EBV.Elektronik
d..Werner: Bruchhausen himself. He-said

the interview that Siemens. had bought the-

v

were suspicious from the first moment.’™:

> comddn’t be reactied for comment

'More Companles Are Involved

At~ this~ point:” the;names Yof, Mmrs.
upin

‘Bruchhausen and Maluta: begin to
" the network. of distributors of

i According to the affidavit of onefinformant
report?

in the case, :‘Ketchum-and Mo

. =However,s7TMr. ~Bruchhausen ' Was~

many-with-quite-a few

market asy '-fact of - hfe in the~electronlcs

edly deal on alzrgescare-basxs with & aGer

77325 from :Mr. -Bruchhausen- although:*‘we- A

source to us, a business partner,’ and: “hadA
been::supplying* the: whole -industry: in-Ger-}
electronic products,’*1

Mr:Oswald says. He' acknowledges the gray:
)av

Mr. Mueller to evade U.S. Customs in the
1.1 Industries case, he was never charged in
the case. Mr. Breslin couldn't be reaclied |
{ for comment EaS YR |

oo

1 Semzconductor:T}wfts
‘ Often Go~ Unrepm*ted

By a WALL S'rnxs'r Joumux. Smjf.Reporter
SUNNYVALE, Calif. — The govern-
- ment's campmcn against technological
| espionage is often frustrated because
‘semiconductor -~ manufacturers  fre-
-| quently are overly reticent about report-
~m,thefts ‘lawmen say. -
.| ~7*National" Semiconductor Corp. and :
;Advanced Micro Devices Inc., for exam-
ple,. initially issued routine demals of
" | any- "problem" with thefts to this news-
i1 paper,.. although. their .components are
-listed-among inventories of items seized
in- searches of" suspected' gray-market .
tdxstnbutors - :
~ Such lack of candor xsn t wuhout rea-~ ¥
| son._*It you report a theft, you could
lose’ your - defensecontract,” " says Lt.
1 Robert McDiarmid of the Santa Clara
sheriff's department.: Moreover, a well-
-publicized theft tarnishes a company’s
~image-: and: tends "to throw: customers
into the arms-of. competitors, industry
3 ;SO“rceS SAY. . e abemmasawr :
4 -« George. Rakomtz the security cluef
for National “Semiconductor, concedes,
“Management, ‘in general, has a deep
interest - in ¢ suppressmg mformauon
about crime.”; LAt uA :
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‘ By Thomas 0’Toole e

¥ \Vuhlngwnmtsw{wnur .
. When ‘the Spawr: Optml R%earch
7 Co. oiCorona, Calif; applied for a li-
- cense: wr export. 10/ laser mirrors to the-]:
"Soviet Umon -four: years ago, the ap-
phcatxon was turned: down by the U.S.
- government: becatse; the lasers' and
. copper mirTors could’ be- u5ed as ann-
satexhte weaponsm'space: v :
"Rejection: of this appheatxon dn’t
# stop.- - Walter :Spawr; - president~of-
Spawr Optical,from. shipping about
750 laser mirrors<to: a laser. researf:h
laboratory in Moscow.” ™ T T
Tesnmony in US. District Court in
Los _Angeles ~last year ‘showed that
_ Spawr deliberately: understated the-
* value- of his-high-energy laser’ mirrors
“to the Customs. Service," and then-
 shipped the mirrors to firms in' Swit-
- zerland and West Germany, w}uch he»
“saud was their final destination. .- , i
In Switzerland. ‘and . Germany;, - a
“West German named: Weifgang We-'
“ber, who was a business-assoeiate: of

. Spawr, reconswned tn.e- mirrors to |-

" Moscow. - i e

 Intelligence’ sorm mld ‘the- ‘court
in Los Angeles that the mrrors al-’
ready may have been used im tests of

Toviet anti-satellite weapons, wnere | -

“Tasers were used to burtt holes I ar-
craft to blow them up.

- Spawr was- ‘convictee ~of . vzolatmg ‘

“the” . Xdministration- Aet..and
glven ‘a ar; suspended. sentencer
- on cofidition: he serve ‘si¥” months i
;aﬂ.Hxs company:,wasﬁned $}00,000
=¥ The *Spawr " case”” ‘spotlights™™
- steadily rising-effort by the- Sovxet
Union to .pry. away the secrets: ‘of.
" American high technology by means
. they rarely used -in. the Cold" War
 years of the '50s-and '6Cs. .

-~ The Soviets, offering huge sums’ of
- money - for lasers, fiber- opticg and
; computers, bribing company ofticials
and using European middlemen- and-
, dummy Polish, Hungarian and Ro--.
' manian corporations, are conducting

unprecedented assault on the in-
wstries of America, - IRt

E WASHI
4 Aprﬂ 1981

“The Russxan targets are no Ionder
weapons and- strategy,” FBI Director

William™ H. Webster told The-Wash-

“ington Post. “The emphas:s is now on
“technology, and- they will go to any
ilengths to get it” -

Lasers have military. uses- in space;
ﬁber optics can. be -used to - make
-small, secret communications- devices.
“Computers have thousands of. mrhtary
and intelligence applications. - -

The FBI says at least 1 000 of the
2 800 Soviet and East European dip-
{lomats inv¥-the - United States-are
“known or suspected” intelligence offi-
“cers -whose assxgnment is-at ‘least in
part the acqu131t10n of hlgh technolo-

Also, 2500 Soviet engmeers and
scxentlsts visit this country every year
fon trade missions, which may be an-
“other way of saying that at least some
.of them are here to steal mdustnal se-

Screts. ;

At no txme in its hlstory has the
“ FBI had ‘a larger, more active counter-
“intelligence operation. Of the-7,800
a,,ents in its. 59 field offices, as'many
“as” 2,000 are engaged full-tune :in
counj:enntelhgence o

_Their - task isn’t easy, mostly be-

_ “cause it’s corporate and not Pentagon

‘secrets the Soviets are after. In Cali-
fornia’s high- technolocy Silicon Valley,

- more than 500 companies  have access

to classifed *information. ‘Nationwide,
11,000 compames have the: same ac--

AL Ieas .
“been able to bribe American company
“officials to assist them in buying in-
struments on the export control list.
Swiss and German middlemen also
have been bribed by the Soviets to
buy controlled American devices.

¢ Usually,  sheer greed is ‘involved.
Says a federal official:. “We --haven’t
come across a case yet that:involved
ideological espionage. The sales to the
‘Russians have always been for mon-

ey ”

- The top Sowet targets -are- mxcro-

foésaan ﬂoak:amﬁ Briber Goal: " :
" h-ToohﬁoEogy Secrets |

ClIA 0
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" electronics and computers. Last year,
:a Belgian, Marc Andre DeGeyter, of-
“fered 2-8500,000 bribe to an official of
- Software A.G. in Reston, V4., to steal
:& coded computer program for the So-
viets. The program would allow the
"Russiansr instant inventory_ control at
any military - bases no matter how
large or complex. DeGeyter got a four-
month jail sentence, ...
. DeGeyter's case was. ‘unusual be-
jcause he was caught:before anything
found its way into Soviet hands. - -
. Two_years ago, two.top officials of
‘1L Industries in San Jose, Calif,, were-
-found guilty of violating the same law
after federal - agents discovered they
had shipped more than- $1 million in
computer machinery: tothe" Soviet

“Union without a license by selling it:
:to a West German. busmessman, who
: Tforwarded it to- Moscow. -

The first shlpment was through a’
phantom company in Montreal, which
sent it to Zurich and .then Moscow.}
~The next three shxpments went to-a

:fictitious company in Kansas City,
where the computer machinery was
crated with air conditioners and wash-
ing machines and sent.through Ger-
many and The Netherlands to Mos-
cow. .
. _..Almost as !ugh as corr-puters on the
"Soviet want list are lasers and fiber
‘optics. Laser and- fiber optics- parts
;have.been carried.out of the United
States in East. European, diplomatic
pouches The FBI hss. mvest:gated at

.. loast 30 cases in which the Soviets of-

Vfsred. bribes to buy lasers- and - fiber:

-—f-*ggtxcs that were on the export control
st -

Federal agent.s often leam of ﬂlegal
- technology exports while they are in-
‘progress. A favorite federal tactic is to
“intercept an illegal shipment and sub-
stitute something meaningless. At
-least . twice,” federal - agents "packed
. computer machinery boxes with sand
-that was then transs}upned to Europe
on its-way to Moscow..- =
.So heavy is the. txafhc between the
Umted ‘States - and- the: Soviet -Union
-that - the Commerce . Department,
" which administers:the export control -
Jaw, is now in- the: ommtennteﬂrgenee
-business.. o aRl T wew




ot only does staid old Commerce
Wave its own agents, but it'also-has a
stable of informers whom®it:some-
times pays out of its- own informer
fund. Who are its informers? People
in the export business, people. working
at air freight companies, people work-
ing on the docks in New York and
‘San Francisco. . R
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.-.*It's hard to-say these cases-are on
‘the increase, but in.1980" we closed
twice as many.cases as we closed the
previous year,” said Sharon: Connolly,
.director of the enforcement division of
:the Commerce  Department’s Office-of
-Export Administration., “If. these cases
‘are not on the increase, we're certainly

|hearing more about them.” ;-
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ixdeasontheopenmarhetwhenew

: eral investigations show, they. deal’
mth companm thatexpo:t‘xt me-

Southem Cahfbrma, exght agents
: of the KGB, theSoviet-yersion of

""leading researciand development.
: center for solid state- elet:twmesu.~

, ‘Club in" San-
: warned that*‘certain foreigrintel::
¢ ligence operations ‘haye-been_spe~| -
< cifically  assigned:fo: steak this:
” technology. Educate your employ-:
. ess. who- don’t: think: this- sort: of "

* thing exists. This is fmportant . for

) and for our pational-weik-bein ”»

hmdtheSihcouVaney’selectmmc
: technology and -bent: on: tching

er possible. When they can’t obtain
" the technology. legally, recent fed:

%‘ were: photographed taks:
* ing de xvery'»ofvh.ghly sensxtxve
xmhtary equipment.: & . FFEY

- ¥BI Direcior.William: BLWebs.
. ter said recenﬂy that the RGB has
" been active in the-Bay-Area-for 10
! years, during.which:time: Silicon.
" Valley has become the world’s

.In a talk to: theCommOnwealthe
. Webster’

" the self-interest of the company——

Investigators: are probing a nets
_work -work of -foreign:agents.a and busi=)

PRADNACIRTS

resses who have helped nnfne.ndly
: nations-avoidiU.S. embargos .on
the export of technology. . i v
" The Customs and Commerce de-|
partments stepped up investiga-
tion and prosecution of such cases
last year. In September, a “work-

58 group” was formed of several} .
federa} aggncla to deal w1th ex- A
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i""A pattern has emerged of Amer-
:ican:and foreign businessmen buy-
-ing technology, exporting it to neu-
“tral countries such as Switzerland
. and Austria, and then -transship-
. ping it into: the Soviet Union.
;.. A current case involves Conti-
;nental Technology Corp. of Torr-
‘ance. Run by two people, a.West.
;German. and a Russian. -who- be-
“came a-paturalized US." citizen,’
. Continental.is suspected of buying.
-advanced electronics technology.
‘from contractors in Santa-Clara-
: County and sending it to the Soviet.
;,Umon. No. cbarg&s have been filed ]
ibut the- case- 13 ‘before 2 federal
grand jurys S v :
- Cases rsolved in the pas year
v A Belgian- citizen, Marc-
Andre DeGeyter; was jailed‘after
“search warrants showed his firm’
iwas shipping a secret Intel Corp.
computer chip to the Soviet Union.
‘Search” warrants- in ;the: case
‘showed - DeGeyter’s - company,
Compute:- Engineering and- Ser-.
*vices. Accounting, Brussels, had a
' contract with. Techgmashimport, a

sis Group analyzes Soviet electron<,

" ‘metal’ oxide semiconductors and

Sovxet mtemabonal txadmg com-,

» WalherJ Spawr, pxwldent ofx
Spawr Optical Research; Inc:, Co=
.rona, was.found guilty of shxppmg
‘Jaser mirrors that could be used on
satellites to the Soviet Union via a-
Switzerland export “drop.” Spawr:
-received a five-year sentence, with:
:all but six months suspended, and* ’

the company was fined $100,000. 3} =

-+~ Otto Poeschl, a West German
.trading. as~Arga Warenhandelge--
‘sellschaft-and: Tewifa Investment’
:Corp., was -denied export’ pnw-
-leges "for 10- "years after he was’
‘found sending illegally purchased }
-computer parts and memory cores.”
_to_Warsaw ‘Pact nations. The cov.
“er-destinations were in Austria
:i/ 7 A Montreal and a. Tel Aviv '
company —:DeVimy ‘Test:Lab .
¢Ltd. and Excel Industries — were:
:denied: export - pnvxleges after
“sending computer equipment-to-
{the Soviet bloc through a complex:
: network .of ““cover” routes. Ship-*
‘ments would go to Amsterdam'
-and other -intermediate points’
‘from which they were sent to. Vi<
.enna. From there, the material,

: was shipped into the Soviet Unior4) -

. A South African, Joan: P.l
Taylor of Taylor: Enterpnses was!
:caught _illegally routing $205, 0004

i'worth of arms from Olin-Winches-{ - *

;ter Corp. to South Africa.with; i
“;phony export datxnatxons. She.was

.

;. “They are trying to pick up on

. quire - commercxally vaxlable

‘. Often, he smd, me

2007/03/06 : CIA-RDP88800443R00803880057-3
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Underground channels B

‘In-Silicon Valley, underground»»
‘channels sometimes- take advan-: 4
tageof thieves to obtain material,;.
‘accordng to one authority. s

. “Ipsisimilar to what the valley-.
has wﬁth . being: stolen for"
_their gold,” sald John Shea, a San”’
‘Jose technical consultant to de-~
fense and intelligence agencies. -

Shea; whose Technology Analy-

« o

. ics equipment | for. various govern-
. ment agencies, puLtogether a“Sos-
“viet shOppmg list”. for the Mercury

The hst; Shea :says, should m'
c!ude locally manufactured hxg,h-
- speed microprocessors-used in
missiles; radiation-hardened cir?
cuitry; circuits that can store vid-
eo signals; and the latest technolo-
‘gies in manufacturing. the dense,
high-speed integrated circuits that’
:bave made Silicon Valley famous.:
.- Also on the list are advanced:
‘techniques. for : making. microcir--
‘cuitry. such as-complimentary:

‘ siiicon-on-sapphire’ methods. -

“the latest high technology in inte-
" grated circuit areas,” Shea said. -
. “Responsible- government.
\sources report concern within the |
epartment " of Defense that
may be inadvertently or.
coysciously making significant
‘higy technology "available to the
-Soviets either in.commercial or
para‘military products,” he said.
: Sheh said the French recently’
showed, an interest in high-speed
comput: 'apphcatwns to military-"]
‘aerospace: systems. and electro-*,

..U.S manufacturers th overseas
.fdlst:nbutlon outlets - make jt

“products. ... ¢

B4 . < -
23R
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" Two Tecent:d opments indi--
icate the:Soviet Union is. about:
three years behind the Umhed
States in solid state technology
'_‘A good copy’ it L \

‘ First, the CIA obtamed a Rus-'.
sian microprocessor- from a mis-]
sile captured by the Israelis. Itisa 1
copy of the 8080 microprocessor,
introduced. by Intel Corp. in 1977."
The 8080. has been superceded by.
more: advanced Inbel xmcroproces—:
SOrS..; J
" The Sowet version of the 8080 13"5
a much larger chip than. Intel’s,
but. remains. what ‘sources ‘de~
scribed as‘‘a: good copy‘ of the

when the Carter~. admmxstratxon

froze an export license, preventmg
. Control Data Corp: frorm selling an
: advanced: computer to the. Sowet E
- news agency Tass. The Carter ad-r-
“ministration- said. the- computer
igh I of mtal

: technology. 1
- In’ response;:
. sent one of its’ own mtegrated cir- "
" cuits‘to the United States to- show-
- they ah:eady had the technology
- Analysts say- the Sovxet-made
chxp is a-copy" of a. Mostek Com.
nucroprocessor It has\ nore hber-
c-al hmmg and voltage parameters,
- which increases the yield and sim-
- plicity of- manufactxmng, but it-is
: agood copy; Sources-say:’ <. A«
;- During-arare spot: check of high
gtechnology 1eavmg the-country
-Jast. year, the*Customs- Depart-
ment in Long Beach’ turned up.28
‘ma}or violations'in three weeks..
. The violations ranged from xms»
“labelling packing: cratm ‘and - ex-
“perting without-a- “license to. ship-
*ments by suspected: “front compa-
" nies™ diverting US.. technology:to
unfneudly nations§ ‘35 ¥
- -Seyen-companies’ arebemg-m-
‘vestigated® as the.result. The sus-
' pect exports included; among oth+
. er things, aircraft design’ ‘material:
valued at $5 million; two $250,000
-shipments: of:. .machine:*guns. and
‘silencers; ‘a-3400, 000!sh1pment~of
. computer parts and{a large ship-|
ment of space sateer systems: .4
: ' “Three weeks ofl spot:checks;
. will keep.us busy for six months: otq
_investigation,” ‘'said Ken: ‘Ingleby, |
‘special agent in . charge. of Cus-]
toms’ Temnnal Island’ office’i in}
‘Los-Angeles, -

(.‘)‘ufi-:..

‘-“the laws are a problem.- Thex

;fo%uninendly nations, mvshga-

<. “All our - information mdxmtw
‘that shme of these (stolen or coun-
‘terfeit)\devices are ending up:in
‘the Sovidt Union,” reports Wayne'
;Brown, a Santa Clara County sher-~

tromcs thefls. e
<. "Police: lookmg at
] 564 000 loss reported by Advanced
-Micro Devices'Corp. to the Sunny--
) vale Department of Public Safety.

‘ ._~most advanced circuits;. which sell
_"for $36 to $50 apiece. The circuits
.are capable of stonng -video-en-|
;coded informatmn. » e

electronics cases for the- district |

“to break this thing up because it’s-
:hurting the economy of -this area
.and it has possible in
_implications as well.” :

TG
., ‘7_:

e
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‘Problem in iaws R
‘. Another  investigator: said that]

(exporters) don’t have to-file oo
‘shipments which leave the country
by ship- until five daysiafter-the
ship sails, They can file then, say+|
‘ing it’s-anything — " jellybeans;
washing machine parts or whatev-
‘er. How are we going to check?2:
." Although stolen circuitry appar-
«ently is pot the primary-source of
‘3dvanced American technology

suspect it is a factor..:.. " ;2

iff’s depu who mv&sbgata elee-

[ .“--A.
‘recent.

- AMD is missirg ‘some of - its

. AMD declined comment. el
* Doug Southard} who prosecutes

attorney’s office, says, “We want.

ional

&




. They believe the Western

‘fously consider - developing,
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A key element of America’s post-Af-
ghanistan sanctions against the Soviet
Union—the sweeping ban on virtually
all U.8. high-technology exports—has
not\onlx failed to influence the Kremlin
but ‘may even ba backfiring. Moscow is
making more illicit dezls that circum-
vent international trade controls, as well
as taking greater advantage of the legal
loopholes that exist abroad.

As a result, the Reagan Administra-

“tion will soon push the Western allies to

put more muscle behind
their restrictions on Soviet
trade. The immediate goal
is to stem the flow of semi-
conductor and computer
technology, much of which
has military potential.
Longer term, many
members of the Reagan
camp, including Secretary
of State Alexander M.
Haig Jr., are calling for a
tichtening of trade policy.

allies must mobilize their
economic strength to put
effective pressure on the
Soviets. “We need to ser-

in concert with our alhes,
the capability to wage iim-
ited economic war against
the Soviet Union,” says
one ranking Reaganite.
The organization for
such an undertaking alrea-
dy exists in the Coordinat-
ing Committee on Export Controls. Co-
com was formed during the cold war era
to help contain Soviet expansionism by
restricting trade. It has compiled a foot-
thick list of products that cannot be
exported to Communist countries with-
out first obtaining & license. After Af-
ghanistan, President Carter never asked
the other Western allies to emulate his

U. S. chip and compuler
skills leak via illicit deals
and legal looghoies

blanket embargo on high-technology
goods, but the Cocom nations—the
members of the North Atlantic Treaty
rganization, minus Iceland, plus Ja-
pan—did agree to grant no more licenses
for listed products destined for Russia.
Given the economic plight of Western
Europe, there is scant chance of a gener-
al accord that would significantly reduce
trade with the Soviet bloc, so the Reagan
Administration will insist on strict en-

.1 ArRPIOMed Eog Rele
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How Russia snares high-technology secreis

forcement of Cocom guidelines. A U.S.
trade official notes that many Cocom
members “have been reluctant partners,
at best.” And since the U. S. imposed its
embargo, he adds, some Cocom govern-
ments—notably France—have encour-
aged their domestic companies to grab
business from U. S. companies.

Many U. S. businessmen are confused
by Washington policy. Although the
blanket embargo was lifted a year ago,
U. S. business continues to be penalized

Defensa consultant Shea and chnp-cnrcuut diagram: The foe is gaining.

by Washington’s overzealous enforce-
ment of Cocom rules. Other nations thus
are often wrongly blamed for ignoring
the rules. Sometimes the rules are bent,
but most countries strictly control ship-
ments of strategic items.

To "the. Reagan Administration,
though, the issue is more fundamental
than whether specific rules are bent or
broken. Reagan’s advisers want the Co-
com countries to formulate a consistent
policy to replace the ad hoc, shoot-from-
the-hip approach that characterized the
Carter team. The Reaganites believe
that the inconsistency of their predeces-
sors sapped the cohesion of Cocom.
Disintegration. “I don’t know at what
point Cocom began to disintegrate, but I
concede that it has,” says Lawrence J.
Brady, the new Assistant Secretary of
Commerce-designate for trade. Brady is
an avowed critic of higii-technology sales
to the Soviets, and his appointment isa

clear signal that the U.S. position is -
hardening. “Multinational controls can

“a host of consumer products contnining

- ductor technology lags behind that of the

. next generation of chips for commercial

IA-RDP88B00443R004Q03880057-3
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be made to work,” adds Brady, “if we sit
down with our allies and determine
where we are going.”

But putting effective contre's on tech-
nology transfer has never been easy. In
an age of handheld microcomputers and

little bits of silicon that can provide
intelligence experts with important clues
about technological progress, it may be
impossible. Security at many small
semiconductor producers—or users—is
often rather lax, says &
U.S. Customs Service in-
spector in Europe. And
once a Soviet agent has
stolen samples or bribed
an employee to do so, notes
a European intelligence

ProwISL ‘WX PG

take 20,000 semiconductors
out in a diplomatic suit-
case.” Sources in Washing-*
ton say that the xGB has 30
agents in California’s Sili-'
con Valley, plus others in
Phoenix and Dallas—all
. charged with obtaining

‘data on mlcroelectromcs
technology.

tains a semiconductor chip,
the Soviets are adept at

“reverse engineering”—in-
dustry jargon for shaving
the chip down by hau-thm
layers and photographing
the circuitry exposed in the
process. This yields a
three-dxmensional schematic of the mi-
crocircuits. Control Data Corp. late last
year obtained a Soviet-made mlcropro-
cessor and, after reverse engineering and
analysis, the Minneapolis computer
maker estimates that Russia’s semicbn-"

U. S. by only about three years.

Long lags. In practice, says John D.
Shea, president of Technology Analysis
Group Inc., a consultant for the Defense
Dept., Soviet spies might do better in-
Macy’s or some other department store.
Shea asserts that the Soviets can learn
more about semiconductor technology by
buying commercial products than by
stealing defense data. By the time the:
Pentagon nails down specifications for a
new chip, calls for bids, and gives a von-,
tract to the lowest bidder, the semicon-
ductor- companies are turning out, the

applications. “The microelectronic de-
vices in ‘toys, automobiles, appliances,
and industrial tools are more sophisi-- j

CORTINY

Once the Kremlin ob—.

specialist, “you can easily | -

=D




Approved For Relea

cated than the in our weapons and
satellites,” Shea Inaintains.
According to a position paper just

published by the Computer & Business

Equipment Manufacturers Assn., a
trade organization, the government’s
methods of controlling technology trans-
fer have not adjusted to this accelerating
rate of change in the technological con-
tent of commercial products. The paper

‘Front’ companies score.
Smugagling in a suiicase,
or simply buying in a store

also argues that the U.S. embargo had
no chiance of succeeding because what
the Soviets cannot obtain from U.S.
companies can almost invariably be pur-
chased elsewhere. '

Many trade experts doubt that illicit
shipments have even unofficial sanction
of Cocom governments. Instead, they
hold that businessmen, especially small

businessmen in both Europe and the

U.S., are the culprits—and are more
willing to risk violating export controls

during economic stumps. “Then the prof- -

it motive supersedes the sense of patrio-
tism,” sighs a federal official. Philip R.
Bowen, regional director of investiga-
tions for the U.S. Customs Service in
San Francisco, points out that unli-
censed exports of embargoed goods in-
creased significantly during the 1975 re-
cession, and the same thing seems to be
happening now. Allegations of export-
control violations in the U.S. climbed
last year to 350, up from 200 in 1979.
Violations. Bowen says that since 1976
his office has handled about 25 cases
involving high-technology violations,
and he expects perhaps 10 more this
year. Recent examples include: *

» Continental Technology Corp., a Tor-
rance (Calif.) company jointly run by a
West German and a naturalized-U. S.
citizen born in Russia, is suspected of
buying about $15 million worth of ad-
vanced electronics equipment and laun-
dering it through 11 front companies to
the Communist bloc. The case is before a
Los Angeles grand jury. . .

® Two executives of Quest Electronics, a
Santa Clara (Calif.) electronies distribu-

tor, were arrested last October and

charged with conspiring to export ille-
gally some $10,000 worth of computer-
circuit chips stolen from Intel Corp.

» Last January, Walter J. Spawr, presi-
dent of Spawr Optical Research Inc,, in
Corona, Calif., and his wife were con-
victed of shipping mirrors for high-ener-

gy lasers to the Soviet Union by way of .

assistant U. S. attor hey remain im-
mune from restrictione: “There is noth-
ing to keep them from doing it again.”

Pressure. Small companies can be easy
prey for KGB agents. One common tactic
is for a Russian agent to set up 2 local
business as a front and begin buying
nonsensitive products from a supplier of,
say, equipment for making semiconduc-
tor chips. Gradually, the agent increases
his purchases until the point where the
Kremlin indirectly accounts for a sub-
stantial portion of the vendor’s sales.
Then the agent uses that leverage to per-
suade the supplier to sell the export-con-
trolled equipment, and the equipment is
diverted to a “drop” in Austria or such
non-Cocom countries as Liechtenstein,
Switzerland, or Sweden. From there, it
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- is reexported to one or more countries,

ultimately ending up in Russia. A trade
expert in Scandinavia notes that Finland
is another funnel for a lot of high-tech
goods, “but you’ll never find it in their
export statistics—unless you happen to
notice the unusual volume of shipments
to such places as Swaziland.”

“Canada is an excellent location for
front companies,” says a Customs Ser-

vice official, “because it’s the only coun- |

try where you don’t need an export
license, if the shipment is for use in Can-
ada.” The Reagan Administration is

. considering various methods to crack

down on such practices. One proposal is
to raise the reward fo= information lead-
ing to the conviction of violators from
the current $50,000 to $250,000.
Troubling ties. James Brewster, 2 London
consultant on Soviet trade, points to a
“very strong French presence” in the
Soviet Union since the Carter embargo.
Shea of TAG is clearly troubled by the
close ties between the two countries. He
points out that Harris Corp., 2 Florida-
based company, and France’s Matra
have formed a joint venture, Matra-Har-
ris, to design and produce semiconduc-
tors in France—and, in April, Matra-
Harris got another partner, Intel Corp.,
a California company that has pioneered
microprocessor technology. What wor-
ries Shea is that Harris is among the
leading producers of semiconductors
that are resistant to radiation damage.
“This is leading-edge technology with
massive military: applications,” says
Shea, adding that his U. S. intelligence
contacts figure that once the French get
their hands on this knowhow, the So-
viets will field it in military systems
within two or three years.

As a result, Shea asserts that it is
“very probable” that all joint-venture

Switzerland. The mirrors sold to Moscow Y. agreements involving high-technology
were identical to those purchased by the; y transfer and any foreign company will in

U. S. Air Force Weapons Laboratory.

I the future require federal approval. Key

) The company was fined $100,000, but —personnel ‘at*Defense and Commerce
the Spawrs aré appealing. During the
appeal process, notes Theodore W. Wu,

want such deals to be reviewed just as jf
they involved military hardware. L]
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